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Prologue




If You Could, Would You Choose Not to Have Security?




Every organization incurs security-related costs. Either you pay for protection in the form of personnel, locks, alarms and working time, or you pay for inadequate protection through damage, disruption, regulatory fines and losses. It is entirely possible to meet established requirements, and even to optimize individual protective measures, while still incurring high security-related costs. Only when security work is based on the organization’s risks and business objectives does it become possible to achieve better overall economics, where the cost of protection actually reduces the loss cost by more than the protection itself costs.




When I began working in security in the early 1990s, the focus was primarily on meeting insurance and industry requirements. Security was regarded as a necessary incremental cost, something that had to be in place in order to do business, but which was not expected to create value. Then the conditions changed. New technology accelerated the pace of development, and new threats made the consequences both greater and more complex. What had previously been managed through fixed requirements and established solutions began to require a different way of thinking.




It was in 2003, when I began studying for the Certified Protection Professional (CPP) certification, that I became aware of something fundamental: security can, to a much greater extent, be designed on the basis of risk analysis and economic sustainability. This led me to begin developing a method for making security work more manageable and more closely aligned with the business. The greatest challenge has not been making security profitable, but convincing management that it is possible.




Between 2010 and 2012, I wrote Säkerhetsboken 2.0 (The Security Book 2.0), followed the next year by Säkerhetsboken 3.0 (The Security Book 3.0). This was when parts of the reasoning were first put into writing. In 2013, the Profitable Security model took shape, broadly as it appears at the time of writing, and I began writing this book. The manuscript has been allowed to develop slowly, alongside practical work and experience, with real events forcing greater precision in both concepts and relationships. The result is this book, almost fourteen years later.




Profitable Security is not a contradiction. It is a deliberate choice.
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Turn Security from Cost to Asset




Klas Nilsson has worked in security since the early 1990s and has more than thirty years of experience in security work in both the private and public sectors. Over the years, he has worked as a Security Manager, Protective Security Manager, consultant, investigator, trainer and author across a wide range of security disciplines.




His experience includes security management, physical security, information security, personnel security, close protection, protective security, risk management, business continuity, crisis management and investigations. He has worked with security in sectors including financial services, hotels and hospitality, gaming, IT and telecommunications, the security industry and critical infrastructure and essential services.




This breadth has given him experience of security work at several levels, from practical protective measures and investigations to risk management, management systems, organizational development and decision support for executive management and boards.




Klas Nilsson began developing the Profitable Security model during the 2000s. The model grew out of his experience that security issues are often described in terms of threats, risks and requirements, while organizational management needs to make decisions about objectives, investments, costs, priorities and expected outcomes. The model brings these perspectives together and makes security work an integral part of organizational governance and value creation.




His approach to security is pragmatic, risk-based and business-driven. The starting point is to protect what genuinely requires protection and is business-critical, and to select measures that provide the greatest benefit to the organization. The objective is effective and profitable security work that contributes to the organization’s ability to achieve and exceed its objectives.




Klas studied criminology at Stockholm University and risk management in local communities at Karlstad University, as well as economics and law. He has also completed further training in areas including information security, project management and crisis communication.




He holds the international professional certifications Certified Protection Professional (CPP), Physical Security Professional (PSP), Professional Certified Investigator (PCI), Certified Information Security Manager (CISM) and Certified Fraud Examiner (CFE). Klas Nilsson is the author of several professional books on security and the creator of the Profitable Security model and book series.




Introduction




Is Security a Cost – or a Hidden Asset?




Security costs money. That is widely understood. What remains unclear in many organizations, however, is what security work can actually contribute.




In many boardrooms, security is still regarded as a necessary evil. A cost that must be borne in order to comply with legal requirements, meet insurance conditions or avoid negative media coverage. The security budget is viewed as an insurance premium that you hope never to have to use, but which still has to be paid. When times get tougher, security is therefore often one of the areas that is questioned, reduced or postponed.




At the same time, we live in an era in which the threat landscape is more complex, more dynamic and more critical to business operations than ever before.






	Cyberattacks can bring entire organizations to a standstill overnight.

	Supply chain disruptions can halt production across multiple stages.

	Information leaks can destroy trust that took decades to build.






A single serious disruption can have consequences far beyond the direct damage, in the form of lost revenue, damaged relationships, legal penalties and prolonged uncertainty within the organization.




Despite this, the security function and organizational management often lack a common language. Security talks about risks, threats and vulnerabilities. Management talks about profitability, growth, effectiveness and business objectives. When these perspectives fail to meet, a gap emerges. In that gap, security work loses both impact and legitimacy. This book aims to narrow that gap.




What if security work were viewed not merely as a cost, but as a means of protecting revenue, reducing total costs and enabling business that would otherwise not have been possible?




This is the starting point for the concept of Profitable Security.




Profitable Security is not about maximizing protection or minimizing costs, but about optimizing the relationship between the organization’s assets, threat landscape, consequences and selected measures. It is about taking the right measure, at the right time, at the right level – and being able to demonstrate the effect it actually delivers.




Achieving this requires a different way of thinking about security. An approach that connects security work with organization, investment, effectiveness and, ultimately, profitability. This integrated perspective is introduced in this chapter and developed step by step throughout the rest of the book.




Security-Related Costs




Every organization incurs security-related costs, meaning costs associated with security regardless of which measures are, or are not, taken. It is important to understand that this includes both the costs of creating good security and the consequences of security deficiencies, rather than merely the direct costs of protective measures.




A useful comparison is personnel-related costs, which arise at several stages: during recruitment, for example recruitment processes and induction training; during employment, through salaries, training and administration; and when employment ends, through lost revenue and the cost of recruiting replacements. In the same way, security-related costs can be divided into different categories and contexts, including ineffective or oversized protective measures and the consequences of inadequate protection.




The organization may also have protective measures that are no longer fit for purpose. In other words, they may be ineffective against the threat landscape because they are poorly dimensioned: for example, too weak, so that the loss occurs anyway; too strong, resulting in unnecessary costs; or entirely inappropriate for the relevant threat landscape.




Likewise, protective measures may remain in place even though they are no longer required because of changes in the external environment or within the organization. Protective measures can also deteriorate through wear, inadequate maintenance or other circumstances that mean they are no longer effective.




Protection Cost and Loss Cost




To achieve profitability in security work, it is necessary to understand what affects the costs. These can be divided into three main categories:






	Protection cost: Expenditure on measures that improve security, depending on the solutions selected and the effectiveness of the organization.

	Loss cost: Costs arising when assets are damaged as a result of security deficiencies – that is, the absence of appropriate protection.

	Legal consequences: Administrative fines, contractual penalties, fines and damages resulting from non-compliance – treated here as a type of loss cost.






Reactive security work, meaning acting only after an incident has occurred, can cause costs to escalate compared with proactive work. Reactivity often leads to:






	More serious losses due to the absence of adequate protective measures.

	Urgent and more expensive responses, often involving external assistance.

	Operational downtime and lost revenue.

	Loss of trust and customers.






Security-Related Revenue




Security work can also be a powerful creator of value. By working systematically with protection, risk management and security culture, organizations can generate revenue, create business advantages and strengthen their competitiveness. The following are some examples of how security can contribute to increased profitability:






	New business opportunities: Security certifications, regulatory compliance and structured risk management make it easier to win business, particularly from customers that impose requirements relating to information security, business continuity or physical security. ISO 22301, ISO 27001 and ISO 28000 are examples of standards that increase trust.

	New markets: Organizations with strong risk management capability can conduct business more safely in uncertain markets, whether geographically or within particular sectors, enabling business opportunities where other organizations hesitate.

	Better decision support: Security is about reducing risk and creating greater certainty. Risk analyses, incident data and structured procedures provide management with better information for steering the organization forward, with fewer surprises and greater precision.

	Operational effectiveness: Security creates order and clarity in processes, procedures, instructions and technical solutions, reducing errors, disruptions and inefficiency. This increases productivity and promotes a more proactive approach.

	A strong security culture: A safe, secure and well-organized working environment strengthens employee engagement, loyalty and pride. This makes it easier to retain and attract competent people, which in turn strengthens the organization’s long-term stability.

	Lower insurance costs: Documented security work reduces the risk profile, which can result in lower premiums and deductibles and better insurance terms. This represents a direct financial saving.

	Fewer costly incidents: Preventive security reduces the risk of operational downtime, data breaches, legal sanctions and damages. The fact that undesirable events do not occur as a result of functioning protection is a business value in itself.

	Differentiation and perceived quality: Effective security work is also a sign of quality, responsibility and professionalism. It can be used in marketing, tenders and communications to strengthen the brand.






Well-considered security work contributes to increased revenue, reduced costs, greater stability and better decision-making. It is not merely a cost item, but an investment in trust, effectiveness and business development.




Excessive Protective Measures




Excessive protective measures are characterized by high protection costs while the actual reduction in loss costs is small or non-existent. In these cases, security work has passed the point at which additional protection provides proportional benefit. The protection may appear extensive and robust, but in practice it leads to increasing total costs and reduced profitability.




Unlike compensatory protective measures, where protection costs and loss costs offset one another so that the total cost remains unchanged, excessive protective measures mean that protection costs increase faster than loss costs decrease. Security work thereby becomes directly cost-driving.




One common way in which excessive protection arises is through misdirected protective measures. The organization invests in advanced, technically sophisticated or costly solutions without a clear connection to the actual threat landscape. Protection is dimensioned for scenarios with low probability or limited consequence, while more probable and everyday risks are not addressed to the same extent. The result is high investment and operating costs with limited effect on the losses that actually occur.




Excessive protection also commonly arises when the organization changes over time but the levels of protection are not reassessed. Protection that was once rational in a high-risk environment may remain in place even though the threat landscape has diminished or changed. One example is organizations that previously had particularly sensitive production or functions requiring protection but later changed direction. If costly technical protection, guarding and administrative requirements are retained unchanged, the result is permanently oversized protection that is no longer proportionate to the current risk.




A related example is excessive security classification of personnel. In organizations with stringent security requirements, many positions may initially be placed in security classes, which may be entirely justified by the threat landscape and the nature of the organization at the time. When roles, duties or organizational conditions later change, the need for security classification may decrease in some parts of the organization while remaining unchanged or even increasing in others.




The problem arises when the organization fails to reassess which positions actually need to be security-classified in relation to the current threat landscape. If the number of security-vetted individuals then remains unchanged despite the need having decreased in parts of the organization, the costs of security vetting interviews, training and administrative processing remain without corresponding security benefit. The result is personnel-based protection that is oversized in relation to the actual risk and therefore cost-driving.




Excessive protective measures also arise when protection fails to take human behavior into account. A common example is very strict and complex password requirements. In an attempt to improve security, long and difficult-to-manage passwords are introduced, which in practice leads employees to write them down on notes, store them without protection or reuse them in inappropriate ways. The protective measure becomes expensive to administer, generates more support cases and creates new vulnerabilities, while actual security does not improve. In many cases, simpler solutions combined with technical restrictions that lock accounts after repeated failed login attempts would have provided better protection at lower cost.




A similar pattern can be seen in administratively burdensome security work, where extensive manual controls, approvals and procedures are introduced to minimize risk. These measures may provide a certain degree of risk reduction, but require large amounts of working time and create friction within the organization. Loss costs are often affected only marginally, while protection costs increase substantially.




Excessive protection often arises when the same security requirements are applied generally throughout the organization rather than selectively where they provide benefit. All systems, premises or processes are subjected to the same high level of protection, regardless of whether they are business-critical. This leads to high protection costs and increased administrative burden, while parts of the protection do not contribute to reducing relevant risks.




Redundancy is in many cases an effective method for business-critical assets, but it can become excessive when introduced without clear analysis. One example is when several parallel systems or resources are introduced even though the organization lacks the capability to use them during a disruption. If the organization lacks the procedures, training or staffing required to make actual use of the redundancy, it becomes an expensive insurance policy without any real effect on availability or loss costs.




What excessive protective measures have in common is a lack of proportionality between the protection and the value of the assets, the nature of the threat landscape and the scale of the consequences. The level of protection is driven not by current risk analysis, but by history, fear, individual incidents or organizational inertia. The protection becomes difficult to adapt, expensive to maintain and, in some cases, directly restrictive to the organization.




From a profitability perspective, excessive protective measures are the least desirable state in the model. The protection works in one sense, but without creating economic value. Profitable Security therefore requires not only the capability to strengthen protection when the threat landscape changes and intensifies, but also the capability to adjust, simplify or discontinue protection when the threat diminishes. Having the confidence to reduce the level of protection in a controlled and considered manner is a central part of mature and profitable security management.




Compensatory Protective Measures




In theory, reduced loss costs and increased protection costs can offset one another, which means that the protection does not become profitable. This may occur, for example, if we pursue maximum security in an attempt to avoid all losses.




We assume that a higher level of protection leads to a higher protection cost (a). The higher the level of protection, the fewer the losses and the lower the loss costs (b). If the protection cost increases by the same amount as the loss cost decreases, the total cost (c) remains unchanged: break-even, and the protection is not profitable.
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Compensatory Protective Measures




Compensatory protective measures are measures that reduce loss costs by approximately the same amount as protection costs increase. Security improves, but the organization’s total cost remains unchanged, which means that the measures do not result in profitability.




A common example is excessive staffing. Following an incident, the organization chooses to increase the number of security guards or other security personnel. Losses decrease, but personnel costs increase by a corresponding amount. The result is effective protection, but without any net economic benefit.




Another example is overlapping technical protection without a clear connection to the threat landscape. Several alarm systems or surveillance solutions are installed for the same asset even though the threat landscape does not justify that level of redundancy. Loss costs decrease marginally, while investment and operating costs increase by the same amount.




A very high level of protection throughout the organization is also a compensatory pattern. When all areas are given the same level of protection, regardless of whether they are business-critical, protection costs become high while some of the protection does not contribute to reducing relevant risks.




Finally, compensatory measures can be found in administratively burdensome security work, where manual controls and procedures replace more appropriate solutions. Risks decrease, but working time and therefore costs increase at the same rate.




What these examples have in common is that the security measures work from a protection perspective but do not create an economic surplus. The protection compensates for the losses, but the total cost remains unchanged: a classic break-even situation.




Optimal Protective Measures




To achieve profitability, the objective should be optimal profitability rather than maximum security. Optimal profitability means that losses are prevented to the extent that doing so is economically justified. It is rarely profitable to attempt to prevent every conceivable loss at any cost. In some cases, it is more cost-effective to accept a residual risk and manage the consequence when it occurs.
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Optimal profitability is achieved when the protection cost (a) reduces the loss cost (b) by more than the protection cost increases, so that the total cost (c) is as low as possible. The focus is not on minimizing either protection costs or loss costs individually, but on optimizing the overall result.




To achieve this, protection costs need to be optimized by combining several different measures in a considered manner, for example by:






	prioritizing cost-effective protective measures, starting with inexpensive and effective measures and exercising restraint with the most expensive and least effective ones,

	applying defense in depth with complementary protective measures,

	minimizing the risk that a single component or measure becomes a critical weakness that compromises the entire protection,

	creating balanced protection with a consistent level of protection around the entire asset,

	designing protection based on actual performance and protective effectiveness, rather than solely on function or technical solution,

	implementing protective measures in the correct sequence, with detection occurring early and as close to the perimeter as possible, followed by sufficient delay before the asset requiring protection is reached, allowing the response to arrive in time to interrupt the attack and intervene,

	ensuring continuous maintenance of protective measures to prevent protective effectiveness from deteriorating over time.






Relationships Between the Central Areas




There are a number of areas that affect the conditions for Profitable Security. The Profitable Security model is based on eight areas that need to be considered together if security work is to become effective, economical and ultimately profitable.




The areas are not isolated. They influence one another in a dynamic relationship in which changes in one area have effects on several others. Understanding these relationships is essential in order to manage security work, not merely describe it.




The figure below shows the relationships between the areas and how, together, they drive loss costs, protection costs and profitability. The following provides an overview of what each area means and how it affects the others.
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Assets – What Is to Be Protected and Why




Assets are about determining the scope of what is to be protected: what the assets are, where they are located, which stakeholders are involved, what significance they have to the organization and what protection requirements apply.




Assets requiring protection can be divided into valuable assets, which have a clear economic value, and business-critical assets, which enable or generate revenue. An asset may be both valuable and business-critical. The value of the assets is expressed in an appropriate currency and forms the basis for the subsequent analysis.




The characteristics, significance, vulnerability and value of the assets directly affect the threat landscape. Valuable or business-critical assets tend to attract greater, more complex or more persistent threats, increasing the need for proportionate protective measures.




Threat Landscape – Current State and Future




The threat landscape affecting the assets needs to be identified in order to implement proportionate protective measures. It may consist of both natural and human threats and include both direct and indirect threats, for example through dependencies and surrounding systems.




The threat landscape needs to be described from two time perspectives: the current state, which can often be described with relatively high confidence, and the future, which is based on reasonable assumptions about developments over time. Relevant threats can, for example, be described in terms of occurrence, frequency, methods, intent and capability, depending on their nature.




The threat landscape affects the probability and nature of security incidents. When relevant threats become more frequent, capable or persistent, and protection is insufficient, the probability and severity of losses may increase, which in turn affects the organization’s finances.




Consequence – Direct and Indirect Losses




Consequence concerns examining the extent of the direct and indirect losses that have actually occurred to date, given the protective measures currently in place. Based on the expected future threat landscape, the expected future loss outcome is also assessed. Consequence is expressed as loss costs per year in an appropriate currency.




The consequences of security incidents tend to drive reactive behavior, where measures are taken only after the loss has already occurred. This often leads to higher costs and lower effectiveness compared with a more preventive approach. Severe consequences create a need to examine the effectiveness of the protective measures.




Method – Protection and Continuity




Method concerns selecting the right type of measures for the right assets and threat landscape. As a general principle, valuable assets need protection against damage and unauthorized access.




Business-critical assets require continuity, for example through redundancy. The choice of method affects the level of protection, protective effectiveness and how the organization needs to work. Choosing the wrong method can lead either to unnecessarily high protection costs or increased loss costs.




Organization – Reactive and Proactive Security Work




Organization encompasses everyone who works with or affects security within the organization. Security work can be conducted reactively, following incidents that have occurred, or proactively, for preventive purposes.




A reactive approach is generally more cost-driving and less effective. This is because the organization incurs both a difficult-to-control loss cost and the cost of a protective measure implemented urgently and therefore at an unusually high cost.




A proactive approach creates better conditions for achieving high protective effectiveness at a lower protection cost, lower loss costs and more predictable finances. The organization’s way of working can be expressed as the proportion of working hours devoted to proactive versus reactive security work.




Effectiveness – Actual Protective Effectiveness




Effectiveness refers to the actual protective effectiveness of existing protective measures in relation to the threat landscape and consequence. The outcome must always be interpreted in context.




If no consequences have occurred, this may be because the protection is sufficient, but it may also be because the protection is excessive and therefore financially restrictive to the organization. If consequences have occurred, this may indicate that the protection is too weak, addresses the wrong threats or has been incorrectly implemented.




Effectiveness can be expressed as a percentage. Effectiveness arises through the interaction between the selected protective measures and the organization’s ways of working. When effectiveness is high, the threat landscape may also be influenced indirectly through deterrence or by making attacks more difficult.




Investment – Initial and Recurring Costs




Investments refer to protection costs and are normally divided into initial investments, which are primarily one-off costs, and recurring costs, which accumulate over the course of the year.




Investments are expressed in an appropriate currency. Protective measures and the security organization constitute investments that affect both effectiveness and profitability. Investments with low protective effectiveness provide limited benefit, while investments with high protective effectiveness can substantially reduce loss costs.




Profitability – Economic Effect and Business Benefit




Profitability concerns analyzing the totality of security-related costs and revenue. This includes the distribution between protection costs and loss costs, but also potential revenue in the form of new business opportunities or the possibility of recovering assets that would otherwise have been lost, for example through the successful investigation of crime.




Cost-Benefit Analysis (CBA)




To assess profitability, Cost-Benefit Analysis (CBA) is often used as a tool for weighing the cost of protective measures against the expected benefit in the form of reduced loss costs or increased revenue. CBA thereby serves as a link between effectiveness and profitability.




In a security context, the benefit often consists of a reduced probability or consequence of undesirable events, but may also consist of business benefits, for example through meeting customer requirements, increased business opportunities or improved delivery capability. CBA helps prioritize the measures that provide the greatest effect in relation to the resources invested and supports more rational and transparent decision-making.




At the same time, it is important to emphasize that CBA does not replace the analysis of assets, the threat landscape and consequence. The analysis assumes that these have been correctly identified and valued. A measure with high protective effectiveness is not necessarily profitable if its cost exceeds its benefit, while a simpler measure with moderate effectiveness may be highly profitable if it substantially reduces loss costs or enables business that would otherwise not have been possible.




CBA thereby makes the relationships visible between protection cost and loss cost, between protective effectiveness and economic outcome, and between short-term investments and long-term profitability. In the Profitable Security model, the analysis helps provide an overall view and shows how different decisions affect one another over time.




The figure shows the relationships and influences between the elements of the model. The arrows indicate the direction of decision-making and causal relationships, not calculations. Consequence, investment and profitability are outcomes of choices and conditions.
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The Profitable Security Book Series




The Profitable Security book series describes how security work can be integrated into organizational management while reaching throughout the organization. The books are based on the same model but address security work from different perspectives, from management decisions and organizational analysis to implementation, security measures and follow-up.




At the time of writing, the other books in the series are available in Swedish.




The books share a common view of security as an integral part of organizational governance and value creation. Their purpose is to develop effective and profitable security work that protects the organization’s assets, develops its capability and contributes to its ability to achieve and exceed its objectives.




The books can be used individually, but together they create a common approach for management, managers, security professionals, project managers and other parts of the organization.




Method Book – understand and make decisions.

The Method Book describes the Profitable Security model and explains the relationships between the organization’s assets, threat landscape, consequences, security measures, organization, investments, effectiveness and profitability. The book provides the theoretical and methodological foundation for managing security work on the basis of the organization’s objectives.




Workbook – analyze and select.

The Workbook translates the model into practical work. It guides the organization step by step through the analysis of assets, the threat landscape, consequences, methods, organization, effectiveness, investments and profitability. The result is a structured basis for decision-making when selecting and prioritizing measures.




Project Book – implement the change.

The Project Book takes over once the organization has decided what needs to change. It describes how needs and requirements are translated into functioning solutions through design, procurement, implementation, quality assurance, handover and management. The objective is not merely a completed delivery, but a functioning organizational capability.




Security Book – understand security work.

The Security Book provides the broad knowledge required to understand and develop the organization’s security. It covers security management, risk management and different areas of security, as well as business continuity, resilience and crisis management. The book serves as the knowledge base for the series and provides greater depth in the areas and solutions that become relevant when the model is applied.




Together, the books provide the knowledge, methods and work practices required to take security from management decisions throughout the organization and develop security that creates profitability and contributes to the organization’s ability to achieve and exceed its objectives.
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